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Koenig solutions, Understanding the Importance of Cybersecurity in Intelligent Transportation Systems, (1)
.May 2024


https://www.un.org/techenvoy/ar/global-digital-compact
https://csrc.nist.gov/glossary/term/critical_infrastructure
https://www.koenig-solutions.com/blog/intelligent-transportation-systems-cybersecurity-response-course

E/ESCWA/C.5/2024/6
4-

2 il 5 4 ponl) Aaasll o2 435 50 (lanin g b el L5 Al ) gl 2t il wa 6
Bl Ay ) il 5 Apal Il Al diles by Jy caund dga 5l 4155 5 o

JAL) pUad & A pd) LAl Yl

gadi ) Ayl jiall Lgiagdal Tolal ddagiued) Cilangll da e S :m;n Jull cillee ol 7
glhad (i) 2022 ale b5 535 sa Clily o) 8 Aokl & sl B 5 A sl Gleadll y YL
i M)AA gt Aal oy 9 5 Al jnad) Claagll (e lalagial cile Uadl) ).aS\ O Al 4 jal) () Jasl)
Gilangll (83,08 30 ) Gl us}ﬂml..nj\uuaﬂ\)md\uw\@w\}m)ﬂ\dum&u)\
alxs A_Um 2023 ple A& ALl & 36 sai daalill Glasgd) Ao ol ) xa «Jaal) &LL:A ‘_Ar. Q) )
Gl oSl e (5 58 A oy salalic @&Lbsﬂeam.d\ el e ;)..A\ Lilasy) o2 Ll 2022
@A) Y ASLEl Cildna g Hladiall g o galall 5 eal UV ald) 8 o slluaal Cangiud (Jadlly A )
il slaall L o) 531 Al Aginll Al G ) @815 138 a5 Clangd) (e ALl 87 2l ) (50

Ao Agles Lyl alaie) ) dalal) Lo S5 Uie ppanlall Ao )l Jsall 4k _a

400 A @i o st a5 o Sopel SV 90 Jlle 150 sa Ll Gdlal) (YY) Bou dad A5 -8
diad ¢y salll g Aanall 5 d8all 5 Jail) Jie dy gall cileUadll cangal 23 G026 ale 3 ,¥ 50 Lk
Al Lellee | Jdil dpad )1 s 5l S e 8 Fia 5 ) gacay

Jsn s e chails sy g I Sheaill Cilan 535l el ) g 4adll el il Qi) 3 g
)saﬂ u.ml\...ml\ &\J; ‘_A\_u;\}“ ‘faj).\ﬁ\ﬂ J.L.A.\S\ Gm.\s.u aJ\_\sS\ 4_14\3}\ a_tL\S).d\ ‘;1; dLLu Adiag J.HAA
sa Muaill lilee d.mj ey nihs gall e g 2183 Jaaal iy Laa ‘w\..al\ & yall of ol g M1 (35
Al dran  paall Gladly ) 5V GULall 48 pu ) o W Lle 5 (YRl e & 51
O @85l e 502022 ple 8 Y 93 () sile 359 Jiil) gl 8 bl (5 )a A8lSS L e iy s Ay el
ale Jslas ;¥ (sl 35 10.5 ) Al amall 2l sall s3a Jie g daalill ) B ddleal) :utssm S

CaYlall 48l Gs 6)2025

MarshMclennan Agency, A glitch on the road: cybersecurity trends facing the trucking and transportation (2)
.industry, September 2024

European Parliamentary Research Service, The NIS2 Directive - A high common level of cybersecurity in  (3)
.the EU, February 2021

.IBM Security, IBM X-Force Threat Intelligence Index 2024, 2024 (4)

MarshMclennan Agency, A glitch on the road: cybersecurity trends facing the trucking and transportation (5)
.industry, September 2024

.Forbes, 10.5 Trillion reasons why we need a united response to cyber risk, February 2023 (6)


https://www.marshmma.com/us/insights/details/a-glitch-on-the-road-cybersecurity-trends-facing-the-trucking-and-transportation-industry.html#:%7E:text=The%20transportation%20industry%20is%20one,targeted%20for%20cyberattacks%20in%202023.
https://www.marshmma.com/us/insights/details/a-glitch-on-the-road-cybersecurity-trends-facing-the-trucking-and-transportation-industry.html#:%7E:text=The%20transportation%20industry%20is%20one,targeted%20for%20cyberattacks%20in%202023.
https://ec.europa.eu/newsroom/jrcispra/redirection/document/76426
https://ec.europa.eu/newsroom/jrcispra/redirection/document/76426
https://www.ibm.com/reports/threat-intelligence
https://www.marshmma.com/us/insights/details/a-glitch-on-the-road-cybersecurity-trends-facing-the-trucking-and-transportation-industry.html#:%7E:text=The%20transportation%20industry%20is%20one,targeted%20for%20cyberattacks%20in%202023.
https://www.marshmma.com/us/insights/details/a-glitch-on-the-road-cybersecurity-trends-facing-the-trucking-and-transportation-industry.html#:%7E:text=The%20transportation%20industry%20is%20one,targeted%20for%20cyberattacks%20in%202023.
https://www.forbes.com/councils/forbestechcouncil/2023/02/22/105-trillion-reasons-why-we-need-a-united-response-to-cyber-risk/
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.Positive technologies, Analytics, 2024 (7)
.Positive technologies, Cybersecurity threat scape in the Middle East, 2022-2023 (8)

Intelligent CIO, Surge in ransomware, leaks and info stealers targeting Middle East and Africa, February (9)
.2024

.Intelligent CIO, The biggest data breaches and cyberattacks in the Middle East, May 2021 (10)


https://global.ptsecurity.com/analytics
https://pt-global.storage.yandexcloud.net/Cybersecurity_threatscape_in_the_Middle_East_2022_2023_b8871970b7.pdf
https://www.intelligentcio.com/me/2024/02/29/surge-in-ransomware-leaks-and-info-stealers-targeting-middle-east-and-africa
https://www.cio.com/article/220393/the-biggest-data-breaches-and-cyberattacks-in-the-middle-east.html
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https://www.itu.int/net4/wsis/forum/2024/ar/Home/Outcomes
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European Union Agency for Cybersecurity (ENISA), Cybersecurity in the Maritime Sector: ENISA Releases (11)
.New Guidelines for Navigating Cyber Risk, December 2020


https://documents.un.org/doc/undoc/gen/v24/055/04/pdf/v2405504.pdf
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-in-the-maritime-sector-enisa-releases-new-guidelines-for-navigating-cyber-risk
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-in-the-maritime-sector-enisa-releases-new-guidelines-for-navigating-cyber-risk
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.KPMG, Network & Information Security Directive (NIS2), May 2023 (12)
.Centraleyes, NIS2 Framework: Your Key to Achieving Cybersecurity Excellence, January 2024 (13)

Think Tank-European Parliament, The NIS2 Directive: A high common level of cybersecurity in the EU, (14)
.February 2023

.European Commission, EU Cyber Resilience Act, July 2024 (15)


https://assets.kpmg.com/content/dam/kpmg/pl/pdf/2023/10/kpmg-network-and-information-security-directive-nis2.pdf
https://www.centraleyes.com/nis2-framework/#:%7E:text=NIS2%20Directive%3A%20Strengthening%20Cybersecurity%20Posture,impact%20the%20way%20organizations%20operate
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)689333
https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
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Transportation Security Administration, DHS announces new cybersecurity requirements for surface (16)
.transportation owners and operators, December 2021

.Department of Transport Canada, Transport Canada’s Vehicle Cyber Security Strategy, 2021 (17)


https://www.tsa.gov/news/press/releases/2021/12/02/dhs-announces-new-cybersecurity-requirements-surface-transportation
https://www.tsa.gov/news/press/releases/2021/12/02/dhs-announces-new-cybersecurity-requirements-surface-transportation
https://tc.canada.ca/sites/default/files/2021-08/transport-canada-vehicle-cyber-security-strategy.PDF
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.PWC, Digital Trust Insights — Middle East findings, 2024 (18)

.ITU, Global Cybersecurity Index, 2021 (19)


https://www.itu.int/pub/D-STR-GCI.01-2021
https://www.pwc.com/m1/en/publications/middle-east-digital-trust-insights-2024.html#:%7E:text=About%20a%20third%20of%20this,mandatory%20reporting%20of%20cyber%20risk
https://www.itu.int/pub/D-STR-GCI.01-2021
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https://www.mtc.gov.tn/fileadmin/user_upload/Arab_Cybersecurity_Strategy_2023-2027_White_Paper.pdf
https://www.mtc.gov.tn/fileadmin/user_upload/Arab_Cybersecurity_Strategy_2023-2027_White_Paper.pdf
https://www.aicto.org/ar/%D8%A7%D9%84%D8%A5%D8%B3%D8%AA%D9%82%D8%A8%D8%A7%D9%84/
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https://www.unescwa.org/ar/publications/%D8%AA%D9%83%D9%86%D9%88%D9%84%D9%88%D8%AC%D9%8A%D8%A7-%D8%A7%D8%A8%D8%AA%D9%83%D8%A7%D8%B1-%D9%86%D9%82%D9%84-%D8%A8%D8%B1%D9%8A-%D8%A8%D9%84%D8%AF%D8%A7%D9%86-%D8%B9%D8%B1%D8%A8%D9%8A%D8%A9
https://www.forbesmiddleeast.com/ar/industry/economy/establishment-of-the-council-of-arab-ministers-of-cybersecurity-at-the-league-of-arab-states
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https://www.dgssi.gov.ma/sites/default/files/publications/pdf/2022-10/strategie_nationale.pdf
https://www.dgssi.gov.ma/ar/publications/alastratyjyt-alwtnyt-llamn-alsybrany
https://mcit.gov.eg/Upcont/Documents/Publications_1412024000_ar_National_Cybersecurity_Strategy_2023_2027.pdf
https://mcit.gov.eg/Upcont/Documents/Publications_1412024000_ar_National_Cybersecurity_Strategy_2023_2027.pdf
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https://modee.gov.jo/ebv4.0/root_storage/en/eb_list_page/national_cyber_security_strategy_2018_2023.pdf
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https://www.mot.gov.jo/ebv4.0/root_storage/ar/eb_list_page/%D8%A7%D9%84%D8%AE%D8%B7%D8%A9_%D8%A7%D9%84%D8%A7%D8%B3%D8%AA%D8%B1%D8%A7%D8%AA%D9%8A%D8%AC%D9%8A%D8%A9__%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9__%D8%A7%D9%84%D9%86%D9%82%D9%84____2024-2026.pdf
https://www.mot.gov.jo/ebv4.0/root_storage/ar/eb_list_page/%D8%A7%D9%84%D8%AE%D8%B7%D8%A9_%D8%A7%D9%84%D8%A7%D8%B3%D8%AA%D8%B1%D8%A7%D8%AA%D9%8A%D8%AC%D9%8A%D8%A9__%D9%84%D9%88%D8%B2%D8%A7%D8%B1%D8%A9__%D8%A7%D9%84%D9%86%D9%82%D9%84____2024-2026.pdf
https://moct.gov.sy/sites/default/files/Cyber%20security%20strategy.pdf
https://nca.gov.sa/national_cybersecurity_strategy-en.pdf

E/ESCWA/C.5/2024/6
18-

5 A 52l el e LBl 58 (a5 3 poandl (3L Falaiall o ) 3 505 1ty 3 ()
Falea A i gl) by e yund) w3l jal) A€l A M Ty g 8 sl ) sl e 5 Sl
e gl g Anlial) AL

el AL a5 Tk L el d ) ASLa) (3 3 el U Al o)) gl Cmniss 55
o) e Al gl Raggl) (5 oads 2K U llh b Lay cclelhadll Cilida e ) puadl (V)
UL 3t gy WS Ay sl Agatl) Wl 3 Comaall (ylal 5o i) Aalatie il ilapiiy (5805 Cililee
Saonl il sall A Aany p5 el e g5 R i) il o3 Alead Aadial) () ) (Y1 sl
N mall Ga) A pa 32l ) ) 2 seadl o2 Cangi s Led Alaiu¥) 5 A0 ) Calayagil) GLESS) e ags )8

Alainall Al yuaal) langill (e Ay gl Aiail) 4ty Alea 5 aldl 3 Jail) g Uadl

s -4l

Al Aland ) a0 ALLE Tkl el 8 e slacal) iy oL 5 Jaill 50 5 a3k -56
sk cilaindl Al Sl dpanid jlalaal) dadiiie ila (s a5 @R Gl (b Lay cAind
gl 238 dalladd Lapad dazadl )l V) Clel ja) 5 il 25

Bt i) it Ban g leb (b (S omadl D (alBY) el SSHal Glal s Gondl A5 57
bl 138 s A el Aalidl (G () pndl 5eY) 5353 (CIDSMM) () (s Aelia s sk
138 (A aghl )38 ani agl peiiy Slald Sy Al (e Jlae 8 dabiadll Gl dpaddaiil) cialull
Ayl o sk e oJi) g Uad @lld (B Lay i o) Actiatl) Bl 35 e 80 (Ao S0 LS Lgan g Jlnal

(o mnd) a1 Jlae 3 Ol jlaal) Juadl 5 Hlalaall ayi g 5 paiusall

dalidl) cila si8al) el
d}hﬂ\J}Pm}’dﬁ)Luc@J‘M‘@EM‘)MU‘QBJM\J@)’J‘M‘%&L -58
Ostill 5 A8 3 3e3 5 Sl pamall 30 Ay 1Y) ellaclyy Jail) g Und Leal 5 cdpnlu] CileUail) a8 )l
Gl gall 5 Gaibal sall aren o @il 3525 8580 a5 Adal Apad ) Ay £ L) 4 ) Jsall (S ¢ ail8Y)
Aalall g dalal)

iy el Aalaial) 8 4855 Glal ST e ) pliad el il ) caclus of AUl il il (Kay 59

ENISA, Cybersecurity in the Maritime Sector: ENISA Releases New Guidelines for Navigating Cyber Risk, (22)
.December 2020

.Sultanate of Oman- Information Technology Authority, Basic Security Controls, July 2017 (23)


https://arcc.om/files/CIDSMM_EN.pdf
https://arcc.om/files/CIDSMM_EN.pdf
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-in-the-maritime-sector-enisa-releases-new-guidelines-for-navigating-cyber-risk
https://www.mtcit.gov.om/ITAPortal/Data/English/DocLibrary/20181112105524913/Basic%20Security%20Controls%20v.1.pdf
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