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Building Trust on National Cyber Services:
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GENERAL

16 ATTRIBUTES TO BUILDING TRUST

Your social business
strategy will help you
ENGAGEMENT identify the central role that
social media can play in
nurturing, amplifying,
@ TREATS EMPLOYEES WELL reinforcing, and developing
these trust attributes.

@ LISTENS TO CUSTOMER NEEDS AND FEEDBACK

@ PLACES CUSTOMERS AHEAD OF PROFITS

@ COMMUNICATES FREQUENTLY AND HONESTLY ON THE STATE OF ITS BUSINESS
Edelman Trust Barometer INTEGRITY

research reveals 16 SPECIFIC @ mas eTHICAL BUSINESS PRACTICES
ATTRIBUTES which build trust.

0 TAKES RESPONSIBLE ACTIONS TO ADDRESS AN ISSUE OR CRISIS

O HAS TRANSPARENT AND OPEN BUSINESS PRACTICES

These can be grouped into PRODUCTS & SERVICES

FIVE PERFORMANCE CLUSTERS o OFFERS HIGH QUALITY PRODUCTS OR SERVICES

Iisted here in rank order Of o IS AN INNOVATOR OF NEW PRODUCTS, SERVICES OR IDEAS
importance. PURPOSE

@ WORKS TO PROTECT AND IMPROVE THE ENVIRONMENT
@ ADDRESSES SOCIETY’S NEEDS IN ITS EVERYDAY BUSINESS
@ CREATES PROGRAMS THAT POSITIVELY IMPACT THE LOCAL COMMUNITY

@ PARTNERS WITH NGOs, GOVERNMENT AND 3RP PARTIES TO ADDRESS SOCIETAL NEEDS

OPERATIONS

@ HAS HIGHLY-REGARDED AND WIDELY ADMIRED TOP LEADERSHIP

RANKS ON A GLOBAL LIST OF TOP COMPANIES

-

https://socialbizstrategy.com/social-business- Edelman
ps:/ 3/3 _ gy / @ DELIVERS CONSISTENT FINANCIAL RETURNS TO INVESTORS frustbarometer
and-the-16-attributes-of-trust/ b




Q@ The Use of Encryption On Building Trust
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Encryption prevents unauthorized parties from
accessing sensitive information stored or transmitted
over the internet. It also regarded as main compliance

requirement in many international standards just to
name a few (PCland DSS) standards to ensure
prevention against malicious actors from stealing
customer data
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PKI increases trust on the cyber services (internet) ,
because it provides a system and infrastructure to secure
(data, user and device identities) by ensuring the integrity
of the data remained intact. Essentially PKI is securely
associate a key with an entity in order to ensure and

maintain integrity .
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Sultanate of Oman
INnformation Technology Authority
National Digital Certification Center

Oman National
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\ ( @  PKI Active on Cyber Services Oman
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ITU - ARAB REGIONAL CYBERSECURITY CENTER

Login with
e-Government login

TO use this maihod you need civil number and password from ITA saif-
service machine

Login with
Smart Card/USB token

To us2 Mis login method you need civil 1D card and 1D carg reader.

Login with
Mobile ID

To ue2 this login method you need PKI enabled SIM card

™
L
-

Your phone number
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ITU - ARAB REGIONAL CYBERSECURITY CENTER

Email
Signing
and

Electronic encryption

Signing

Authentication

IPSec VPN
Security

National
PKI

Trust Services

Document
encryption

SSli
certificate

Mature and
proven
technology

Compliances
with electronic
Laws

Electronic
Signature

Non
Repudiation




QC@ Why PKI is an Enabler
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ITU - ARAB REGIONAL CYBERSECURITY CENTER
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Protection against )
2 Data Integrity
Data Confidentiality
@ Strong Authentication

~ ldentity Fraud
Non Repudiation

Trust and @
Confidence
64. Easing e-services

.
%\ N\

\\' \
A\ N




RCE

(_,_JU_LLI_LIJlLJ_D.UJ coall (ol jAy ol

ITU - ARAB REGIONAL CYBERSECURITY CENTER

Statistics

' Oman Populationm

National ID Card

AUTH SIGN
-
Certificates
July 2013 - February 2019 Mobi |e
AUTH SIGN

110,882
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ITU - ARAB REGIONAL CYBERSECURITY CENTER




?c:c ITU-Arab Regional Cybersecurlty Center

Who we are?
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The Arab Center is the representative of the
International Telecommunication Union in the region
and a local center for coordinating cybersecurity
initiatives It is hosted, managed and operated by the

Oman National CERT
Vision
Our vision is to be the recognized
cybersecurity reference center in Arab
region.
WHAT WE DO ?

. c . . Creating a more secure and cooperative environment
Al ol odolll ol jA ) ol

ITU - ARAB REGIONAL CYBERSECURITY CENTER

in the field of cybersecurity in the Arab region and
enhancing the role of the ITU in building confidence
and security in the use of information and

communication technology in the Arab region.

Confidential 12



QC@; Launch of ITU Arab Regional Cybersecurity Center
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The International Telecommunication Union's Arab Regional Center was
officially launched in 2013 at CERT in the Sultanate of Oman

Confidential 13



?CC ITU-ARCC Services’ Pillars
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Technical and

Assurance Capacity Building

Strategy and : Incident
Cooperation
Governance Management

Confidential 14
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QC@@ o ITU-ARCC Services .
R o S o Technical and . Incident Management
: Assurance .
Strategy and : Cooperation Capacity Building
Governance 4 .
® [
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35 | Scholarships
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Q‘ & Achievements 2013-2023

S Strategy and Governance

Regional Workshops @

Countries

1
A

COP Portal

WWw.cop.gov.om

COP Portal

I

== | mawi Published
Frameworks

Approx. Attendees

Confidential
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ITU - ARAB REGIONAL CYBERSECURITY CENTER

Confidential

Achievements 2013-2023

Technical and Assurance

Activities @ m

Countries

Reports

Approx. Attendees

000




Q‘ @ Achievements 2013-2023
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Incident Management

@ 22
@ Countries

CIRT Assessments &
Implementations

G Approx. Attendees

Confidential 18



Q‘ tesy Achievements 2013-2023 |
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ITU - ARAB REGIONAL CYBERSECURITY CENTER

Capacity Building

Countries

Conferences,
Workshops &
Trainings

DIl Soll) ooyl Eguuil
Regional Cyber Security Week

Scholarships

Approx. Attendees

Confidential 19



Q‘ & Achievements 2013-2023
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High Level meetings
& Exhibitions

Approx. Attendees

Confidential 20



Q( C@ Oman’s Recognitions for Cybersecurity
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Oman won the 3"
(Regionally) — 2021
And 215t internationally

G I O bal Oman won the 2

(Regionally) - 2019

Cybersecurity
Index

Oman won the 16"
(Internationally) - 2019

\
=
i . s

15t place (Regionally) in Global
Cybersecurity Index — 2013, 2014,
2017 and 4" (internationally)

Confidential 21



RCE Oman’s Recognitions for Cybersecurity
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TU - ARAB REGIONAL CYBERSECURITY CENTER

- Election of the Sultanate of Oman to chair the
OIC-CERT Board of Directors of the National Centers for

| m—— OIC-CERT for the third time in a row - 2013.
Computer Emergency Response Team

OIC-CERT Meeting

- ;
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?CC Oman’s Recognitions for Cybersecurity
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Oman’s Elected as the Chair ITU-T Arab Regional Study
Group - SG17 On Standardization on cybersecurity

Confidential 23



\?( @ Oman’s Recognitions for Cybersecurity

Oman National CERT won a World Summit on
the Information Society (WSIS) Prize in
Geneva, Switzerland, in the category of

building confidence and security in the use of
ICTs- 2014

Confidential 24



QC@@ Oman Recognitions for Cybersecurity

Il udl ol o8l gl (53 ol
T REGION RSECURITY CENTE

ITU - ARAB REGIONAL CYBERSECURITY CENTER

Kxo1i

ecurity Together

OIC-C
~ Computer Emergency Response Team

AICToO
VO I
/{‘P\/w s :\ -
ﬁq}?’ §§0 “ Centre for Wl:I RELD
s ), Dumanitarian . ECONOMIC
% &5
UMITED MATIONS INSTITUTE \\\\gi\’p@‘muw“ﬁﬁi;;ﬂ’// F : R U M
FOR DISARMAMENT ;?ESE ARCH “‘-\';L\l}”

S

Cyber "

KISA

Korea Internet & Security Agency

YEARS | Security policy CHATHAM

VALl
Gy

. . Women in Cyber Security Middle Ez
International Affairs H"/p GCC - CERT (o manall (paSU ass g91 5 5 el A

Confidential 25



Lol & -- mm ] HADATHA =
Ologleoll duidig wUlnidlg Jaul éyljg  ° 4 -

Sultanate of Oman
Ministry of Transport, Communications and
Information Technology
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Sultanate of Oman

Ministry of Transport, Communications and p
Information Technology
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Priority Economic Diversification and Fiscal Sustainability

To identify, every 5 years, sectors that drive
economic diversification and other comple-

@ A regulatory enviromment and governing
mentary sectors

legislations that are renewed, flexible, up to
date and ensuring equal opportunities

A competitive, diversified and
integrated economy based on
foresight, innovation and
entrepreneurship

Advanced base and IT infrastruc-
ture that empowers all sectors,
and is capable of keeping pace
with the latest developments and
cyber security challenges

Objectives

Informed, integrated and
sustainable fiscal, monetary and
economic policies, and budgets @

A research and development

ecosystem spanning the
@ various sectors and institutions

that ensure effective use of
public revenues
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Program

Oman
vision
2040

Theiving digitat economy
Targets vision | Missien | Goas
2025 - 2030 - 2040
Digital Business Smart “
Soclety Digitization Government

Strategic targets in 2025 - 2030 - 2040
Readiness for the future |
of producton

Targets related to
Metwark Readiness } C-Baverryrent n Vision 2040
Index Oevetopment Index

Target sectors related to

Transportation the tenth Hve-year plan
N\

and Logistics

Education Mining Fisherles Manufacturing Tourlsm

e . trantfocmation inoust Infrastructure Advanced E-Commerce Programs
Programs and it Mkl Technologies

Strategies

2021 - 2025

Digital pital Al ana Executive
Cybeorsecurity

Rank 10 inkhe | Rank SO in the S Omani K 0 in Rank 40 in the Rank 30 in the | 2028
s s Gideider A o S Networt Gavert s Al £ Commerce Program targets

foadiness index | Resdness Index Indes
Incex

Tabas corwveamis ations | Mimitry of Tranipert
Ministry of Economy Central Bank Ministry of Transport, Communications and Begdonty PERTERS ST Ministry of Commerce. Industry
of Oman Information Technology

Auahainy Irber imation Tes Amesegy and Investment Prometion

The Financial and Economic Committee of the Council of Ministers
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Sultanate of Oman

Ministry of Transport, Communicationsand ~ #
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D\ [The Cybersecurity Industry Development Program

‘ ‘ VISON

"Specialized Cyber Security Industry Promoting Economic Growth
And Diversification"

‘ ‘ MISSION

"Establishing Specialized Cyber Security Industry In The Region Focused
On Human Capital And Derived By Innovation, Creativity And Excellence."
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2o Startups, SME | fF 4 Cyber Security ¢

Support Y
& Development ) 1 Skill Set

Cyber Security
Investors Industry

Incentives P Development
e Theme

.f;»‘ =~ Market &

| Promote 3‘& R

Innovation {?‘ i~

, Prmotion &
, Awareness

Experts’
Exports
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@X@omancert ) @oman_cerD @@omancert)
. @ OCERT999@>
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Oiman Mathong] CEIT
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Q‘ & @X@ITUARCC ) ww.arcc.orD
el CN - Cr




